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[bookmark: _Toc42177166][bookmark: _Toc42246792][bookmark: _Toc42179519][bookmark: _Toc129960198][bookmark: _Toc51245725]*** 1st CHANGE ***
4	Architecture for AKMA
[bookmark: _Toc129960209][bookmark: _Toc42179529][bookmark: _Toc42246802][bookmark: _Toc51245736][bookmark: _Toc42177176]4.4	Security requirements and principles for AKMA
[bookmark: _Toc51245737][bookmark: _Toc129960210]4.4.0	General
The following security requirements are applicable to AKMA:
-	AKMA shall reuse the same UE subscription and the same credentials used for 5G access.
-	AKMA shall reuse the 5G primary authentication procedure and methods specified in TS 33.501 [2] for the sake of implicit authentication for AKMA services.
 -	The SBA interface between the AAnF and the AUSF shall be confidentiality, integrity and replay protected.
-	The SBA interface between AAnF and AF/NEF shall be confidentiality, integrity and replay protected.
-	The AKMA Application Key (KAF) shall be provided with a maximum lifetime.
NOTE:	Roaming aspects are not considered in the present document.
*** Next CHANGE ***
4.X	Roaming
4.X.1	AKMA roaming requirements
-	The roaming subscriber shall be able to access an internal AF at the home network.
-	The roaming subscriber shall be able to access an internal AF at the visited network.
-	The roaming subscriber shall be able to access an external AF in the Data Network.
4.X.2	AKMA roaming network model
Figure 4.X-1 shows the fundamental roaming network model for the case that the UE is roaming in the VPLMN and accesses an AF internal to the HPLMN. This network model is a simplified version of the Roaming 5G System architecture - home routed scenario from TS 23.501 [3] since the UE accesses an AF internal to the HPLMN. The UE shall be configured to setup a home routed PDU session for the Ua* protocol between itself and the AF. The HPLMN AF shall access the AAnF following the internal AF model.


Figure 4.X-1: Fundamental Roaming Network Model for AKMA when the AF is internal to the HPLMN
Figure 4.X-2 shows the fundamental roaming network model for the case that the UE is roaming in the VPLMN and accesses an AF internal to the VPLMN or external in the DN. This network model is a combination and simplification of the Roaming 5G System architecture - local breakout and home-routed scenarios from TS 23.501 [3]. In the case that the UE accesses an internal AF to the VPLMN a local-breakout scenario shall be used between the UE and AF. In the case that a UE accesses an external AF which is in the DN, it does not matter if the UE uses the local breakout or the home-routed scenario. A VPLMN AF and an external AF shall access the AAnF via the HPLMN NEF following the external AF model . In other words, the N32 interface shall not be used in the case of the AF internal to the VPLMN. 

 Figure 4.X-2: Fundamental Roaming Network Model for AKMA when the AF is internal to the VPLMN or AF is external
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